CryptolD Document
Signing

Adobe and Office

This document aims to help user protect PDF and Doc files security by
signature before sending files. And herein introduce the use of CryptolD
in the Adobe and Office .
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PREREQUISITES

CryptolD 5DK
Certificate is enrolled inside CryptolD
Adobe and Office

DIGITALLY SIGN ADOBE ACROBAT READER DC

. Open Adobe, follow the steps:

Click on Menu then Preferences.
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- .

e N B S Wele Ho

Home  Took

Bl Bl

Resistance

CHRIS LEET

® Signin  — O
& w &’

[ -TYSTFSLET T |

Sempranre e st g By g g

ik Erapple v cnnbl wedln et Kt i B 1S e el

fr— = _,..-'-"""' L _l_ll:_ e

-

et || e |

T [ v tehing Cryppy |
okt B v bt D s aaarits

L L e ] BT T R

bhreart dres Frerraer b e

T e 4w iy wa e,

Click Security (Enhanced), make sure select the same options as the image shown :
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After the settings, restart your Adobe, then click Edit-Preferences, click Security

(Enhanced), you can see the page is shown like this:
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Then click Signatures, Select More on the |dentities & Trusted Certificates.
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Unfold Digital 1Ds, select PKCS#11 Modules and Tokens:
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If your Windows Operation System is 64bit, and your Adobe is 64bit as well, then yrcu
need load library from C\Windows\5ystem32\CryptolDA_pkcs1l.dil
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If your Adobe is 32bit, then you need load library from C:\Windows\SysWOWe4\,

CryptolDA_pkes11.dil
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Then you can see CryptolD Module is loaded. (here my Adobe is 54bit, thus | load library from

Ch\WindowsSystem32\CryptolDA_pkos11l.dil, if your Adobe is 32bit, you should losd from another path, check the

content above)
TR ———— —
Ml Ve S W g
ome a EIZEER © ¢4 s
Frosne x
Sl [ ia s
—
— 1-1 —— Doy Hy e PRl i
ADTEE LI SR D TR e T € S R H
Fal
e B P o Mg Al Moy Detach Modele L% Balseh [_ D
2 Fig By P g 0 e ke e e o 1 L iy Pk
. E— v mtmin el el el ||
Srarnd by paa o
i R e D P Crpraci D! Mcduse 6 0 aded E E =
wred by i
1 Tawm >
e b Pk Celq iz
[
M ey g Blnalals Massilatnear M Tongrai Toclumlagy I!‘
Ml ey (1§ sl Deicripriss: Logrie PECY] 1 L imn,
A | Eibrary Virden: 21
J oy oy &
i & 10 Tyl Viersiesz 1. 20
N (e [ — Library Fuihe © Wistors Syuen 0 Cngealu_ylest § ai I:
[P
Pakl G b L
L
[
Sty
P —
Spileg
Frawkr
ey T——
e

Then unfold the PKCS#11 Modules and Tokens, click Longmai PKCS114# Library, then-:hck

Login button. Input your token password and then click OK.
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Mow you can use Adobe sign PDF.

2. Open a PDF file via Adobe Acrobat Reader DC, and make sure the CryptolD is connecting

to the computer,

3. Click View more and select Use a Certificate.
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4. Then will auto back to the document page, select Digitally Sign, a prompt box appears.

= Menu ¢ | CryptolD Document Signing for

Alltooks  Edit  Comvert  Sign

€ Use a certificate x

£g Digitally sign

IE Temestamp

5. Then click OK, draw an area to show as digital signature.
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6. Release your mouse, the Sign with a Digital ID will pop up. All certificates in the computer

and CryptolD will be listed out. Select the certificate on CryptolD and click Continue.

Sign with a Digital ID X

Choose the Digital ID that you want to use for signing

~ engdongdong @ longmal.com.cn (PKCS#11 device) View Details
pengdongdong g | )

a WA T I ASRIER] A E S IA P 4
w Isswed by: corp-WIN-9VRCINAGNKN-CA, Expires: 2024.06.17

lssued by: corp-WIN-9VRCINAONKN-CA, Expires: 2024.06.17

LF—'} asd@longmai.com.ecn (PKC5#11 device) View Details
-
W

0 | TEST RSA (PKC5#11 device) View Details
==
k1

Issued by: TEST RSA, Expires: 2035.12.30

@' l( Configure Mew Digital ID :] ( Cancel )

7. Click Sign

Fle Edb View Window  Hep

Sign as "TestCLIENT_sig"

Appearancy  Sandsd Test

TestCLI zclar s’

. __ Date: 2019.09.06
ENT _SIg 51220 +0s00

O Lock document after signing View Cartificate Details

Rewiew document content that may affect signing ( Rervuieman

O Longmai Technology Co_,Ltd, 2022 Fage 9 of 18



8. 5ave the file as a backup, here we name it test.pdf, click Save

EI Sawve Ly ™
— = 4 I » This PC » Desklop v B St Caskios 5
Organise = Mew foider 3 .
B This PC L Mame Date miodified Type size L1
=
: Office 2013 XB6 EN 37082018 18:23 File folder ]
B 10 Objects
-ﬁlll:b;lp Smart X1 VB 12/08/2019 1131 #ile frolder
% Domments Smani3 V3.0 820190318 02 /08,2019 11:41 File faldes
# Downloads wino B TR 4/005,/2019 163 File folder v
. v g "
File name: | TR -
Seve an type: | Adobe POF Fies (* paif] -
i e [Csme ] con

9. |If you already login the module, then Adobe will not ask for PIN again. Then you will see a

signed pdf be generated

] beskt pdf - Adobe Acabal Reader DO - a S
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@ & B = Q ~ @ in [ @ = ® we - ﬁ - o M Share
i‘k Al leasl ore sgnalure hes problems Signature Panel
i = Ll
EREE = . 5
@ FLUHGMM :;ll_m?:_‘:« Tk B Leveie ol ek e & T A
@ s
Adobe Expart POF Li
Fronia™ widis Condbdsrriding basl
fk ] Cormsert FOF Filas to Wornd
or Excel Onlrs
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L Selict FUH Hile
i ) Bttt ®
mToken K5-B Programming Guide
Corwart bo
{A]‘Id I'ﬂll'” Microsoft Word {".doory
¥
4 Dosment Language

3. ADD CERTIFICATES AS TRUSTED CERTIFICATES

1. At last, if you are worrying about the alert At least one signature has problems. Don't
waorry, it is not the certificate issue. |t means the certificate is not trusted by your

computer. You can click the signature stamp, then a panel will show up.
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of Exosl Snbra

g, Sgeebrs vty s LNENDAR. fanit BOF File
- The @ocument Fas not been red el since ths sigrantuee was applied
- The sigeer's iderity is uninown because it has not besn ncluzed in your list of
trusted cerificates and rene of iis perent cenifoates o2 brusted cartificzbes

fostl pd® X
I

Cvrer] I
Microsoft Weond (*.doog

Deoument Langusgs:

L signebure Properies., Tiose
R Englizh (U5 Change
K=t e
R e by Tuare
s - | [ conen

2. Click Signature Properties...

Signature Properties p o4

Signature validity is UNKENOWN.
Signing Time: 2013/01/06 18:47:59 +08'00'

Validity Summary
The document has not been modified since this signature was applied.

The certifier has specified that Form Fill-in, Signing and Commenting are
allowed for this document. No other changes are permitted.

The signer's identity is unknown because it has not been included in your list of
trusted certificates and none of its parent certificates are trusted certificates.

Signing time is from the clock on the signer's computer.
Signature was validated as of the signing time:
2013/01/06 18:47:59 +08'00'

Signer Info
Path validation checks were successful.

Revocation checking was not performed.

Show Signer's Certificate..,

i Advanced Properties,.. Validate Signature | | Close

3. Ifyou trust this certificate and want to add it as a trusted certificate, please operate as

following shown. Please exercise caution.
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Certificate Viewer x

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry. Multiple issuance chains are being displayed because none of the chains were issued by a
trust anchor.

Shows all certification paths found

TestCLIENT 01 (DI00N09900|  Summary Details Revocation Trest  Policies  Legal Motice

This cerbficate is not trusted.

Trust Settings

Sign documents or data
Certify documents

Execute dynamic content that is embedded in a certified
decument

X X X X

Execute high privilege lavaScripts that are embedded in a
certified document

»®

Perform privileged system cperations (networking,
printing, file access, etc.)

Add to Trusted Certficates... |

.

€ b

@ The selected certificate path is valid,

The path validation checks were done a3 of the signing time:
201 301/06 18:47.59 +08'00"

oK

Click OK and continue

Acrobat Security x

. If you change the trust settings, you will need to revalidate any signatures to see the
i L change.

Trusting certificates directly from a document is usually unwise. Are you sure you
want to do this?

oK Cancel

4. Select those options, click OK
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Import Contact Settings X

Certificate Details
Subject: Test CLIENT 01 (0100109100
lssuer: Longmai

Usage: Digital Signature

Expiratior: 26/02/2013 16:07:32

Trust

A certificate used to sign a decument must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed, Revocation
checking is not performed on or above a trust anchor.

[A Use this certificate as a trusted root

If signature validation succeeds, trust this certificate for:
Signed documents or data
] Certified decuments
[] Dynamic content
[+ Embedded high privilege JavaScript

Privileged system operations (networking, printing, file access,
etc.)

Help [ ok || Conee

5. After finishing the upper steps, reopen this POF file, you will see the signature is valid now.
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4. DIGITALLY SIGN MICROSOFT OFFICE
1. Click Protect Document, and select Add a Digital Signature
W T = 0 N
sigain i
Test
Deskiop
» Protect Document Properties -
Controd whal Types of changes peaple can make 1o this Siza 0 byles
Profect dooument Pages F ;
: \Wards '
L Mark xs Fimal Total Eciting Tima & Mintes
Ehaie Let readers knaw the document is final
ki and maie it read-only Title Add a title
Esport Emstrypt with Password Bre [l R comars: e AT
-~ Paszword-protect this doosmest ARors name Commants Aelic] CORnIME
Restrict Editing Related Dates
Controd the types of dhanges othe Lt Modied
- make
Creabed Today, 15
T [ ong of this fia,
é B At E Last Prirted
L Gram peopie 300ess whils ¥
theeir abilty to edit, capy, or print
Aelated People

[ty Add 3 Digital Signature
| R Endure the infegeity of the docursenl Author
by adding an imisible degéal signature

Lacst Modified By o

Aelated Documents
W Open File Location

show Al Braperties
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2. 3System will auto select one signature certificate, if you want to use another certificate to
sign, click Change... please, all certificates stored in Token will be listed out, and then choose

the suitable one. Click Sign and continue.

Sign in |
Test
Deskog
Protect Document Properties -
& e 11.358
N |
Docamad " ? k4 o5
W Sec sdditional mfsrmaticm sk wal yEu are bgning fords L
| Hal Cditing Time 1 Minute
You am about 1o add 4 diglal signabure to thn document. Tha agratue will ret ke acddl & tile
visitle within the content of this document
2 g Addd & ta
Chack fod Lemmimand Typis e ;
omments Add comment
Jugies - Crenbed and approved this docement -
1P feor gi this document:
Sl e Koo it elated Dates
1 58 hedoctfied Today, 1507
[i Ta include infomation about the signern, click the detsh botton. Detaits.. | - Today. 1506
Manage 15t Prioged
i Sigreng ez TekCLIENT ene Change...
bsued byt WATCA elated People

uthaor

{
g
3

Info

Test
Dwsitop
Protect Document Properties -
» Controd waat fypes of changes pecple tan maks 1o this Size 11,358
Profect docunent
Document = Pages
wards 1
Kbl ColiimmXomey 1 bl
& | Windows Seounty X A a title
Smart Card Al g
Cheeck for e
Hsues C

Pleasa enter your authentication PIN,

“M(-_}uv I o SR R R S nclay, 154

Wersions -

N cacyan

it sl Wl Mias

4. If sign successfully, system will alert the message as shown below.
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©

Info

Mew
Test

Deskiop

S
View
Signatures

Protect
Document -

ACcount

Chedi for
IS

Info

Test

Desidop
Wirw
Signatures

Protect
Dpiuiiment =

Chesks T
IEsues -

Signed Document

Thiz document has been signed and marked as final it
showid not be edited. If aryone tampers with this
documant, the signatures will become inalid,

Protect Document

Control what types of changes people can make to this

gdorument

Properties -
Size

PagEs

Weaoros

Total Ecifting Tims
Title

Tags

CaFnels

Signature Conliematinn

Inspect o ¥our signature has been ssccesmfully saved with this document

X fes

I the documen! s changed, your sgratune wall Becoors mvabd.

Esfore pib :
AT [[]Den"t shovw thii mdiiage agas
Versions

There are nix preveaus versions of ks Tike.

Signed Document

This dooarseet has been signed and marked as firal, 1
should not be edited. IF anyone tampers with this
docurrent, the signatures will become imealid.

Protect Document

b This document has been marked as fral to
discourage ediing.

Inspeact Document
Befcew publishing this file, be awane that it comtains:
Doosmert properiies and author's name

Versions
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